Agenda Item No. 14

MONTEREY BAY AIR RESOURCES DISTRICT
\-) 24580 Silver Cloud Court, Monterey, CA 93940

MEETING DATE: June 17, 2026 CONSENT

TO: Board of Directors

FROM: Richard A. Stedman, Air Pollution Control Officer

SUBIJECT: Adopt a Resolution to Add New Policy D.12 Use of Generative
Artificial Intelligence (Gen Al) to the Administrative Policies and
Procedures Manual

RECOMMENDATION

Adopt a Resolution to Add New Policy D.12 Use of Generative Artificial Intelligence (Gen Al) to
the Administrative Policies and Procedures Manual.

DISCUSSION

Generative Artificial Intelligence (GenAl) is a technology that enables computers or machines to
generate derived synthetic content, including text, images, video, and audio, through learning,
comprehension, problem-solving, decision-making, and autonomous operation. GenAl-
powered applications and devices can recognize, create and interpret visual objects, process
and respond to human language, and continuously improve through the assimilation of new
information and experiences.

Through this proposed Policy, MBARD aims to ensure responsible, ethical, and secure use of
approved GenAl tools and services by MBARD employees while balancing the benefits and risks
of GenAl. MBARD seeks to promote innovation in delivering public services while mitigating
potential risks associated with the use of GenAl tools and services. This policy ensures that
employees adhere to consistent, compliant and responsible GenAl practices.

This policy was reviewed by County Counsel and MBARD’s IT consultant Yavuz V. Atila,
President/CEO, Monterey Bay Technologies Inc.

FINANCIAL IMPACT

In general, the approved GenAl tools listed in Policy D.12 have no cost options. Policy D.12
requires approval by a supervisor or manager prior to establishing a paid account which
ensures the budget has sufficient funds to support purchasing access to a paid GenAl tool.

ATTACHMENTS

A. Proposed Resolution
B. Policy D.12 to add to the Administrative Policies and Procedures
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DRAFT RESOLUTION 26-XXX

BEFORE THE AIR POLLUTION CONTROL BOARD OF THE
MONTEREY BAY AIR RESOURCES DISTRICT

Adopt New Policy D.12 Use of Generative Artificial Intelligence (GenAl) to MBARD’s Administrative)
Policies and Procedures Manual Effective June 17, 2026.........covoveieierececeeveierieee et et eeee v eeresaenes )

WHEREAS, the Monterey Bay Air Resources District (MBARD) seeks to establish requirements for the
responsible, ethical, and secure use of General Artificial Intelligence (GenAl) tools and services; and

WHEREAS, MBARD recognizes the importance of establishing a policy to mitigate potential risks
associated with the use of GenAl tools and services by ensuring compliance with applicable laws and
regulations, while maximizing the benefits of GenAl innovation for MBARD employees; and

WHEREAS, on February 15, 2017, the Board of Directors adopted MBARD’s new Administrative Policies
and Procedures Manual (the “Manual”) effective March 1, 2017; and

WHEREAS, the Policies and Procedures Manual applies to all MBARD officials, appointees, employees,
and independent contractors. In the event there is a conflict between these policies and any collective
bargaining agreement or individual employment agreement, the terms and conditions of that
agreement shall prevail; and

WHEREAS, Policy A.2 states the Policies and Procedures Manual is periodically amended by action of
the Board of Directors for MBARD to carry out its administrative functions.

NOW, THEREFORE, BE IT RESOLVED THAT THE BOARD OF DIRECTORS OF THE MONTEREY BAY AIR
RESOURCES DISTRICT TAKES THE FOLLOWING ACTIONS:

1. Approves Adopting and Adding New Policy D.12 Use of Generative Artificial Intelligence
(GenAl) to MBARD’s Administrative Policies and Procedures Manual.

PASSED AND ADOPTED this 17th day of June 2026, upon motion of, seconded by and carried by the
following vote, to wit:

AYES:

NOES:
ABSENT:

I hereby certify that the foregoing is a true and correct Resolution as duly adopted by the Board of Directors of the Monterey Bay Air Resources District
on June 17, 2026.

By: Approved:
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Monterey Bay Air Resources District
Administrative Policies and Procedures

USE OF GENERATIVE ARTIFICIAL
INTELLIGENCE (GenAl)

Policy Number: D.12
Supersedes:
Date of Board Adoption: June 17, 2026

Policy

This policy establishes the requirements for the responsible, ethical, and secure use
of approved Generative Artificial Intelligence (GenAl) tools and services by MBARD
employees while balancing the benefits and risks of GenAl. Through this policy,
MBARD seeks to promote innovation in delivering public services while mitigating
potential risks associated with the use of GenAl tools and services.

Anyone who utilizes GenAl for MBARD business, or supervises someone who does,
is responsible for understanding the general intent of this policy. Employees are
expected to exercise reasonable and prudent judgment regarding GenAl use.

Exceptions

MBARD implements several grant programs in coordination with the California Air
Resources Board (CARB). The CARB grant agreements have specific terms for
GenAl Use and Reporting, which must be adhered to regardless of the content of this
policy. Employees must receive approval from their Supervisor, Manager, or the
APCO for the use of GenAl in association with any deliverable or other work related
to a CARB grant agreement prior to that use. MBARD will comply with the CARB
GenAl notification requirements outlined in the grant agreements. The following
definitions from the CARB grant agreements apply to this policy:

Deliverable: software, services, goods, works of authorship, and any other items
(e.g., reports, documentation) to be delivered pursuant to CARB grant agreement,
including any incidental items.

Generative Al (GenAl): An artificial intelligence system that can generate derived
synthetic content, including text, images, video, and audio that emulates the structure
and characteristics of the system's training data. (Gov. Code § 11549.64.)
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Definitions
In addition to the definitions above, the following definitions apply to this policy.

Artificial Intelligence (Al): For the purposes of this policy, Al refers to a machine-
based system that, for a given set of human-defined objectives, can make
predictions, recommendations, or decisions that influence real or virtual
environments. Artificial intelligence systems use machine- and human-based inputs
to perceive real and virtual environments; abstract these perceptions into models
through automated analysis; and use model inference to formulate options for
information or action.

Al Prompt: A prompt is a user-provided input—such as a question, instruction, or
statement—designed to guide an Al system’s response. Prompts play a key role in
shaping how Al systems perform, influencing the accuracy, tone, and relevance of
their outputs.

Al System: Any system, software, sensor, or process that automatically generates
outputs, including, but not limited to, predictions, recommendations, or decisions that
augment or replace human decision-making. This extends to software, hardware,
algorithms, and data generated by these systems, used to automate large-scale
processes or analyze large data sets.

Authorized Generative Artificial Intelligence: Refers to any Al system, tool, or
application that has been formally approved for use by MBARD via this policy. Such
systems must comply with applicable laws, regulations, and MBARD policies,
including but not limited to data security, privacy, bias mitigation, and intellectual
property protections.

Automated Decision System: A computational process that screens, evaluates,
categorizes, recommends, or otherwise makes a decision or facilitates human
decision-making that impacts applicants or employees.

Confidential or Trade Secret Information: Information maintained by agencies that
are exempt from disclosure under the provisions of the California Public Records Act
(Government Code sections 7920.000-7931.000) or has restrictions on disclosure in

accordance with other applicable state or federal laws.

Personal Information: Any information that is maintained by an agency that
identifies or describes an individual, including, but not limited to, the individual’'s
name, social security number, physical description, home address, home telephone
number, education, financial matters, and medical or employment history. It includes
statements made by, or attributed to, the individual.
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Procedures

A. Responsible Use of GenAl Tools

MBARD employees may consider responsibly incorporating GenAl into their work
where it can create improved services or increase efficiency. Each employee is
responsible for using GenAl tools in a manner that ensures the security of
sensitive information and aligns with MBARD policies. Below are key principles to
follow:

Data Privacy and Security: Comply with all data privacy, confidential
information, and security standards such as the Health Insurance Portability and
Accountability Act (HIPAA) and the California Consumer Privacy Act (CCPA) to
protect Personally Identifiable Information (PII), Protected Health Information
(PHI), or any sensitive data in generative Al prompts. Treat Al prompts as if they
were publicly visible to anyone online. Treat Al prompts, data inputs, and outputs
as if they are subject to the California Public Records Act.

California Public Records Act (PRA): Any information entered into GenAl may
be subject to the PRA. MBARD employees shall create a GenAl account for
MBARD use to ensure that public records are kept separate from personal
records. MBARD employees should not input sensitive or private information into
GenAl that would not be shared in a public forum. MBARD employees shall not
retain GenAl prompts after the necessary work is completed.

Informed Consent: When GenAl is used to perform public-facing functions,
members of the public should be informed when they interact with an Al tool, and
an “opt-out” alternative should be made available.

Responsible Use: Al tools and systems shall be used only by MBARD
employees in an ethical manner, in compliance with applicable laws and
regulations, and in accordance with MBARD policies. GenAl shall not be used to
create or promote deceptive content, including, but not limited to, deepfakes, or in
any way that could mislead the public or perpetuate discrimination, bias,
misinformation, or the manipulation of public opinion.

Training: Employees using Al tools shall educate themselves on effective and
appropriate Al usage for their work. When MBARD provides Al training or
recommends external training that becomes available, employees should
participate to ensure appropriate use of Al, proper data handling, effective Al
prompts, and adherence to MBARD policies on a continuing basis.
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Avoiding Bias: Al tools can create biased outputs. When using Al tools, develop
Al usage practices that minimize bias and regularly review outputs to ensure
fairness and accuracy, as you do for all content.

Decision Making: Do not use Al tools to make impactful decisions. Be
conscientious about how Al tools are used to inform decision-making processes.

Accuracy: Al tools can generate inaccurate and false information. Take time to
review and verify Al-generated content to ensure quality, accuracy, and
compliance with MBARD policies. This should include reasonable and appropriate
levels of human review.

Transparency: Employees using Al systems should be able to explain how or
why a particular result has been arrived at based on inputs. To ensure
transparency, employees should indicate when GenAl contributed substantially to
the development of a work product, such as the following:

e In analysis, evaluation, or interpretation of data, trends, or outcomes, and
such analysis, evaluation, or interpretation substantially contributes to the
work product;

e To prepare recommendations, findings, or conclusions in the work
product.

Use good judgement in citing the use and output of Al tools. For example, when
working with regulatory, legal, or life-critical subjects, citations will be appropriate.

When attributing GenAl usage in a work product, the key variables to cite are the
company that made the tool (e.g., OpenAl, Anthropic, Google), the name of the
tool and version (ChatGPT-4, Claude 3, Gemini), and the date the response was
generated. For example:

e “This document was generated with the assistance of an Artificial
Intelligence language model, OpenAl GPT-40, 2024.”

o “Artificial Intelligence contributed to the development of these meeting
minutes using Google Gemini, 2025.”

MBARD employees shall label the GenAl tool used to generate any content they
create and retain as a standalone document or reference material, such as
regulation flowchart, regulation summary, policy summary, or meeting transcripts.
The label shall refer to the name of the tool such as “ChatGPT” or “Claude”.
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Citations or disclosures are not required for incidental GenAl functions, meaning
the embedded or background use of GenAl within standard software or systems
that enhance productivity, accessibility, or usability (e.g. spell-check, grammar
correction, translation, or searches), provided employees verify the accuracy,
integrity, and appropriateness of the content.

Accountability: Employees are solely responsible for ensuring the quality,
accuracy, and regulatory compliance of all GenAl-generated content utilized in the
scope of their employment.

. Prohibited Uses of GenAl Tools

Unauthorized Access: Do not use GenAl tools to access data or systems you
are not authorized to use.

Personally Identifiable Information: Do not enter personally identifiable
information into GenAl systems.

Unlawful Activities: GenAl tools must not be used for any illegal, harmful, or
malicious activities. This includes activities that perpetuate unlawful bias,
automate unlawful discrimination, and produce other harmful outcomes.

Hiring Decisions: Do not use GenAl to make consequential decisions regarding
hiring, benefits, or other sensitive matters in which bias could play a role.

Data Entry: Employees shall not enter internal, sensitive, or restricted data into
any generative GenAl tool or service. Use of GenAl tools should be limited to
publicly available data and information.

. Acceptable Uses of GenAl Tools

Authorized GenAl Products: MBARD employees may use only GenAl tools
approved by this policy or the APCO. The APCO or their designee will regularly
monitor and evaluate approved Al products to ensure they meet security and risk-
management criteria. If employees wish to use an Al product not currently
approved, they may submit a request to the APCO or their designee to evaluate
the product and add it to the approved tools list. The current list of approved
GenAl Products is:

e ChatGPT (OpenAl)
e Claude (Anthropic)
e Co-Pilot (Microsoft)
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e Gemini (Google)
e Grammarly

Use of tools such as ChatGPT or Claude may incur additional costs. These
products must be approved by a Supervisor or Manager prior to establishing a

paid account.
Use of MBARD Email Address: When creating accounts with Al providers for

GenAl tools to support their MBARD job duties, employees should use their
official MBARD email address for better security and accountability.

Reporting Concerns: If an MBARD employee encounters any potential issues or
concerns regarding the use of GenAl tools, they should report them to their
Supervisor or Manager.
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